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L -Nativ Enable efficient and secure management of
IC_F)Ud e < loT devices in the Cloud-Edge-lol continuum.
O

Integration
e Secure onboarding
S

g h “ e Secure & fault-tolerant OTA updates

F e Cloud-native device management &

Key Features:

repurposing
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Cloud-Notive Secure Device Onboarding:

I T =» Attestation server: Verify device's authenticity, allow it to
@) S
proceed in joining the cluster
IntegrOtlon loT Resource Orchestration:

( =¥ Use Akri for k8s device book-keeping and resource
g h “ management

; =» Custom CRD operator to perform device repurposing

E OTA Firmware Updates:
4]

[/

=» Package device firmware as OCI container images

=» Unpack these images in a neighboring node, and do an
OTA update on the device, all in a cloud-native way
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. [DEMO
Example applications involved m—

Application Type

Dummy while ()
vTaskDelay();

Sensor Read & Publish
Caomera Stream

Motion Detection

Github Repo

nubificus/esp32-initial

nubificus/esp32-sensor-read
nubificus/esp32-cam-stream

nubificus/esp32-cam-motion
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e Firmware blobs are packaged o{g\‘é@

artifacts (and, thus, can be stored in any
OCl-compliant registry).
e Support multiple devices and configs
e Pipeline:
o builds the binary blob,
o packages it as an OCl image and
o creates an image manifest, annotating each
OCl image with metadata.
o Pushes the manifest / SHAs to a generic
container registry.
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Cloud_NOtive e Firmware blobs are packaged Q{gigma

artifacts (and, thus, can be stored in any
IOT OCI compllont re9|stry)

Step 0: Build & Package
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"apps": [
{

. "repo"”: "nubificus/esp32-sensor-read”,
Cloud-Native

"version": "0.1.1",
"type": "sensor",

IO | "TEMP_START": "20"
}

1,

(]
I n t eg rOt I O n ";3;ﬁz:‘_imgng?3Enl’1biizzizjgsp],idf:x86_64-slim“

@ Build trigger #545 Re

I (A Summary
Manually triggered 10 hours ago Status Total duration Artifacts
— # ananos -o- daaasss feat_unsigned Success 14m 3s 4
@ nparse_input

@ Build ~

ci.yml
@ Upload Model to S3 (nubificus/esp... on: workflow._dispatch
° Build App sensor-esp32 Matrix: Build / build-firmware Matrix: Build / build-firmware-co... Matrix: Build / manifest-firmware
@ Build App sensor-esp32c6 ) ® @ B../Build App sensor-es... 9m9% ® ® @ B../Build Firmware sen... 2m 52 @ ® @ 1jobcompleted
Show all jobs
@ Build Firmware sensor-esp32 @ B.../Build App sensor-es... 4m 285 @ B.../Build Firmware sen... 2m 485
@ Build Firmware sensor-esp32c6
Matrix: Build / manifest-flash

@ Build Flash sensor-amdé4 Matrix: Build / build-flash-contai...

® @ 1jobcompleted
@ Build Flash sensor-arm64 ® @ B../Build Flash sensor-a... 3m57s @ Show all jobs
@ manifest-firmware (nubificus/esp3... @ 5.../ Build Flash sensor-a... 2m 40s

0 manifest-flash (nubificus/esp32-se...

Run details




Cloud-Native Example OCI artifacts @{@

loT Application OCI manifest OCI tags
Integration Type

Dummy whil initial-0.1.2-
( ummywhile () p32-null:initial-e.1.2 [rivlalg. e

% vTaskDe]_ay() . initial-0.1.2-esp32c6
NN ’
; Sensor ReOd & esp32-sensor-read:sensor-0.1.2

sensor-0.1.2-esp32

F PUbllSh sensor-0.1.2-esp32c6
m L Camera Stream esp32-cam-stream:stream-0.2.0 stream-0.2.0-esp32
MOtion motion-0.2.0-esp32

. esp32-cam-motion:motion-0.2.0
Detection
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Cloud-Native
loT

. Discovery handlers find the devices but do
I nteg rOt 10N not onboard them (no UDS / Cert present)
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Cloud-Native
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Data flow from loT devices to the MQTT

server & is being displayed in the grafana
dashboard
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Repurpose both devices to Sensor T — m——

C lo U d B N Ot Ive Read: Apply the flashjob manifest with

I OT the specific firmware OCI artifact
Integration

g I\§\l

apiVersion: applica
kind: FlashJob
metadata:

on.flashjob.nbfc.io/vlalphal

-/ec2dd715-3563-44de-922a-16c1bal36293
- b1fe484e-39bc-4504-891a-30e0c109bd50
irmware: nubificus/esp32-sensor-read:sensor-0.1.2
flashjobPodImage: nubificus/esp32-flashjob:x86_64
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Repurpose both devices to Sensor e
Read: Apply the flashjob manifest with
the specific firmware OCI artifact

apiVersion: applica
kind: FlashJob
metadata:

on.flashjob.nbfc.io/vlalphal

- b1fe484e-39bc-4504-891a-30e0c109bd50
irmware: nubificus/esp32-sensor-read:sensor-0.1.2
flashjobPodImage: nubificus/esp32-flashjob:x86_64

Flashjob pods are created, fetch the OCI
firmware images, check the architecture
and begin the secure OTA update
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Data flow from loT devices to the MQTT

server & is being displayed in the grafana
dashboard
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Thanks!
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Contact info:

A

e Anastassios Nanos, ananos@nubificus.co.uk

Source code:

e GitHub org: https://github.com/nubificus
e Cloud-native loT: () nubificus/cloud-native-iot
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Cloud-Native

loT
I nteg rOti O n L 22 Dats: t1eacuiren

FlashJob Operator

T
1. Create FlashJob CR |
(uuid, firmware, version)_!

3 3. Query device details

! (UUID validation) !

9. Establish connection
(via Service IP)

10 10. Initiate OTA update

i |
! | ] (using firmware
] | i

i 11. Update status

i 5 5. Create Service

i ¢ 6- Create Flash Pod

i (env: FIRMWARE _PATH)

o (PEOQISESICOMplOtion)

12 12. Report pod status i A
alt / [Success] !

! 13 13a. Pod status: S ded '

: 1 14a. Delete Pod and Service |
: (after successful flashing) |

) ]
i || Pod and Service are removed

! || after successful firmware flashing
i i I

i i

i i

5 15a. Update CR status
(CompletedUUIDs)

|




Operator
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Discovery Handler Leaf
Device
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ready to use

FEAT invalid (no cert)

1 Reject device -
| invalid
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